The classic centralized infrastructure (CI) exhibits low efficiency in disseminating the content of common interest across its requesters. In order to overcome the limitations of CI-based content dissemination, smart mobile devices are capable of activating direct opportunistic communications among mobile users, which returns in integrated cellular and opportunistic networks. During the content dissemination process, the social characteristics of multiple users, including their common interest in the content, their mobility patterns, their social ties, and their altruistic forwarding behaviors, should be carefully considered in order to design an efficient content dissemination scheme. We demonstrate that the integrated network-based content dissemination scheme outperforms its CI-based counterpart in terms of both content delivery ratio and its various energy and delay metrics. Furthermore, the opportunistic network is capable of offloading a large fraction of tele-traffic from the overloaded CI-based network.
IntroductIon
In typical scenarios multiple mobile users (MUs) are capable of forming a community of interest [1] for jointly requesting the content of common interest (CoCI). For instance, the crowd participating in the inauguration of the new Pope may form a community of interest in order to share close-up video clips of the Pope on the podium. Similarly, supporters in a football stadium may also form a community of interest so as to share video clips of a spectacular goal from different angles or the score updates from another stadium. At the time of writing, numerous mobile applications are capable of monitoring MUs' interests for the sake of disseminating their requested content and for enabling their interactions. However both the content dissemination and interactions among MUs have to be completed by the communication centralized infrastructure (CI).
CI-based content dissemination has the following three major limitations:
• Due to the sparse deployment of the CI in rural/disaster areas, MUs often suffer from intermittent connections to the CI. The CoCI can only be delivered to MUs when they enter the transmission range of the CI.
• Numerous dedicated channels have to be established in order to deliver the CoCI to multiple requesters. However, disseminating the same copies of the CoCI via dedicated channels results in a waste of precious resources and potential network congestion.
• Since the performance of the multicast/ broadcast technique is dominated by that of the "worst link" [2] , as the requesters of the CoCI become denser, the "worst link" becomes even worse. As a result, CI-based multicast/broadcast often suffers from a long dissemination delay in densely populated scenarios. During the CI-based content dissemination process, some MUs might benefit from more opportunities to contact the CI or from having better connections to the CI and hence succeeding in receiving the CoCI earlier than their less privileged peers. As a result, activating direct communications among the MUs is capable of providing better opportunities for the unserved MUs to contact the CoCI owners and may also provide diversity gains 1 in order to counteract the "worst link" phenomenon. Hence, based on the common interest of MUs, the opportunistic communication among the MUs themselves -either opportunistic contact or opportunistic multicast depending on the application scenarios -can be integrated into conventional CI-based content dissemination. To elaborate a little further:
•Common interests motivate MUs to share the CoCI with their hitherto unserved peers. MUs sharing common interest in a certain type of content might decide to form a community.
• dards, such as the cooperative standards conceived for interoperability, including the IEEE 802.11p amendment designed for WiFi-based direct communication, the IEEE 1609.2/3/4 standards ratified for security, network services, and multi-channel operation, and so on.
•In contrast, opportunistic multicast can be invoked for disseminating the CoCI in small and densely populated areas. In this scenario, a CoCI owner may cooperate with other peers in order to further multicast the CoCI to other hitherto unserved MUs. In order to avoid interference and collisions, the opportunistic multicast should be carefully controlled by the CI, similar to the well-known LTE-assisted Wi-Fi direct technique, where the control signaling exchange is carried out by the Long Term Evolution (LTE)-based base station (BS), while the information transmission is realized by WiFi-based direct communication between a transmitter and receiver pair.
In the rest of this treatise, we detail how the above-mentioned integrated networks resolve the limitations of CI-based content dissemination. We show that the integrated network is capable of improving the intermittent connectivity in rural areas, while it is also capable of offloading tele-traffic from an overloaded CI-based network by exploiting the delay-tolerant nature of a CoCI, as discussed later. Furthermore, we elaborate on the application of the integrated network in disseminating the delay-sensitive CoCI in small and densely populated areas. A range of other applications and research challenges of our integrated network-based content dissemination regime are discussed. Finally, we conclude this article.
ImprovIng the IntermIttent connectIvIty of rurAl AreAs
Due to the sparse deployment of CI in rural/ disaster areas, MUs are not always covered adequately by the CI, which results in intermittent connectivity.
Apart from CI-based transmission, the storecarry-and-forward protocol of [3] is adopted to increase the chances of an MU acquiring the desired CoCI, where the owner saves the CoCI in its own storage, moves within the area studied by carrying the CoCI, and then forwards it to the unserved MU within its transmission range. Both the WiFi-Direct and Bluetooth techniques support the function of discovering peer devices. Following the device discovery stage, either the CoCI owner "pushes" the CoCI to the unserved MU, or the unserved MU "pulls" the CoCI from its owner. As a result, the unserved MU does not have to continuously request the CoCI. Since the mobility-dependent contacts among MUs are not predictable, they are referred to as opportunistic contacts. Figure 1a exemplifies the content dissemination process in integrated CI and opportunistic networks. After two observations of the mobile scene, as illustrated by Fig. 1a , all five MUs have successfully received the CoCI. Among these five MUs, MU1, MU3, and MU5 receive the CoCI from the CI deployed in this area. If the CI is the sole transmitter disseminating the CoCI, only these three MUs would successfully receive the CoCI, while the other two would fail to receive it. Hence, it is plausible that the integrated CI and opportunistic network becomes capable of outperforming its CI-based counterpart in terms of its successful CoCI delivery ratio.
It is also readily recognized that opportunistic contact aided content dissemination is affected by the following factors:
Transmission range of MUs: The transmission range of MUs is jointly determined by numerous factors, including the transmit power, the statistical channel attenuation, and the capability of the error correction decoder, just to name a few. The range is often assumed to be a constant specified by the different short-range transmission techniques.
Transmission rate of opportunistic links: Once a pair of MUs enter each other's transmission range, an opportunistic link can be established for delivering information. Correspondingly, the transmission rate of this opportunistic link is determined by the specific set of parameters and techniques invoked in the physical layer as well as by the channel quality. However, if accurate power control is used, this parameter may be assumed to be near-constant.
Maximum number of opportunistic links: Multiple opportunistic links can be established for delivering the CoCI from the CoCI owner to the unserved MUs within its coverage range. The maximum number of opportunistic links supported by the CoCI owner's device may affect the pace of the content dissemination process. However, in a large sparsely distributed area, it rarely happens that multiple unserved MUs enter the transmission range of the CoCI owner. Hence, the number of opportunistic links has a limited impact on the content dissemination in this specifi c scenario.
File size of the CoCI: The fi le size and transmission rate jointly determine the downloading time of the CoCI.
Lifetime of the CoCI: MUs are only interested in up-to-date content. Hence, after the informative lifetime of the specifi c content has expired, the MUs lose interest in it.
Inter-contact duration of a pair of MUs: Inter-contact duration specifi es the length of a period between the instants when an MU pair leaving each other's transmission range and when they re-enter the transmission range. A shorter inter-contact duration indicates that the MU pair is capable of making opportunistic contacts more frequently.
Contact duration of a pair of MUs: Contact duration specifies the period in which an MU pair is within each other's transmission range. A longer contact duration may increase the chance of an MU pair completing a fi le transfer between each other.
By jointly considering all the aforementioned factors, an effective contact between an unserved MU and a CoCI owner is defi ned by simultaneously satisfying the following two conditions:
• The unserved MU enters the transmission range of the CoCI owner.
• The unserved MU stays within the transmission range of the CoCI owner for a period longer than the suffi cient downloading time of the CoCI. The content dissemination process in the integrated network can be modeled by a continuous-time pure-birth Markov chain (CT-PBMC) [3] . Relying on the CT-PBMC, we are capable of analyzng the various delay metrics as well as average successful delivery ratio, also bearing in mind when the CoCI expires.
Let us now present a crisp performance characterization. Observe from Fig. 1b that if more MUs participate in the integrated network-based content dissemination, the average delivery ratio is substantially improved. Furthermore, if the informative lifetime of the CoCI is prolonged, more MUs may successfully receive the desired CoCI before it expires.
offloAdIng tele-trAffIc from the cI In contrast to the rural/disaster scenario studied in the previous section, we assume adequate coverage provided by the CI deployed in the large area studied, where the MUs are always capable of maintaining reliable connections to the CI.
In this scenario, we can reasonably assume that the CoCI can be nearly instantly disseminated by the CI across the target community of interest. 2 This CI-based approach requires having dedicated channels established between the MUs and their associated CI. However, disseminating the same copies of the CoCI via the limited number of dedicated channels imposes an increased burden on the CI. Fortunately, as discussed earlier, a CoCI may attract the interest of the MUs for the duration of its lifetime. MUs do not have to receive the CoCI at the same time. In contrast, disseminating the CoCI before it expires is expected to satisfy the requesters. As a result, exploiting the delay-tolerant nature of the CoCI, the opportunistic contact-based communication among the MUs can be relied on for delivering the CoCI to a large fraction of its requesters, which hence offloads tele-traffic from the overloaded CI. Furthermore, offl oading tele-traffi c from a high-power CI to a low-power opportunistic contact-based transmission is capable of signifi cantly reducing energy consumption.
As detailed in [4] , the optimal content dissemination approach may be described by the following procedure:
• Step 1: The CI initially transmits the CoCI to some of the MUs in the opportunistic network.
• Step 2: The CoCI is spontaneously disseminated via opportunistic contact-based communications among the MUs before it expires.
• Step 3: At the very end of the CoCI's lifetime, the CI is invoked again for delivering the CoCI to the hitherto unserved MUs.
In order to offl oad as much tele-traffi c from the CI to the opportunistic networks as possible in step 2, our main task is to fi nd an optimal MU receiver set with members initially receiving the CoCI from the CI in step 1.
Social network analysis assists us in identifying the most signifi cant MUs in an opportunistic network. However, we have to fi rst model the social ties among the MUs according to their contact patterns. As shown in Fig. 2a , the shaded boxes represent the contact duration between a pair of MUs. Several conventional metrics, that is, the contact frequency, average inter-contact duration, and average contact duration, have been recorded for characterizing how socially close a pair of MUs may be deemed to be according to their contact pattern. However, these conventional metrics cannot always accurately specify the social closeness of a pair of MUs. For example, observe from Fig. 2a that the pair of MUs associated with the contact pattern of (a-2) has a weaker social connection than those associated with (a-3) and (a-4) in terms of the contact frequency, average inter-contact duration, and average contact duration. However, these metrics all fail to characterize the difference between cases (a-3) and (a-4). In order to jointly consider the regularity of contact patterns with the above-mentioned conventional metrics, the so-called social pressure metric (SPM) was proposed in [5] for accurately modeling the social strength of a pair of MUs. Explicitly, given a specific period T, the SPM between MU i and MU j is defined as SPM ij = (Σ n x=1 t 2 inter,x )/(2T), where t inter,x is the xth inter-contact duration. The reciprocal of the SPM represents the weight of the social tie. With the aid of this SPM, we can fi nally decide that the pair of MUs associated with (a-4) has stronger social strength than that associated with (a-3). Real-life social ties do correspond to the contact pattern of MUs. For example, people sharing strong social ties are more likely to be found in each other's proximity. The contact pattern of MUs may change their real-life social ties. For example, people frequently being in each other's proximity may indeed strengthen their social ties, while people rarely visiting each other may typically weaken their social ties. As a result, our SPM modeling closely reflects the relationship between the MUs' contact pattern and their reallife social ties.
After evaluating the weight of the social ties between all pairs of MUs, we only retain the specific social ties having a higher weight than a predefined threshold. The resultant social network is uniquely and unambiguously characterised by a directed and weighted graph. 3 Relying on the toolbox of social network analysis, we can finally rank all the MUs according to their social significance. An example of a social network is portrayed in Figs. 2b-2d , obtained by analyzing the contact patterns of MUs during the hour spanning from 8:00 to 9:00 a.m., on the opening day of INFOCOM 2006. Then the following three schemes may be conceived for selecting the initial MU receiver set by considering the MUs' social significance:
Out-degree-based selection: The out-degree of an MU is defined as the number of social links that emerges from this MU and terminates at its neighbors in the social network. More explic- 3 The contact-pattern-dependent social tie of a pair of MUs is said to be directed, which is a consequence of the heterogeneous functionality of mobile devices. For example, MU A may find MU B within its transmission range, and hence MU A may deliver information to MU B. However, the reverse of this may not be true, since MU B may have a shorter transmission range than MU A.
itly, Fig. 2b specifies the out-degree centralities of all the MUs, where the darker circles represent MUs having higher out-degree centralities. Given the size D of the initial receiver set, the MUs having the D highest out-degree centralities are selected as the initial CoCI receivers.
Betweenness-based selection:
The betweenness of an MU characterizes the frequency of this MU being invoked as an intermediate node for relaying the information along the shortest path in the social network. Figure 2c explicitly portrays the betweenness centralities of all the MUs, where, again, the darker circles represent MUs having higher betweenness centralities. Given the size D of the initial receiver set, the MUs having the D highest betweenness centralities are selected as the initial CoCI receivers.
Component-based selection:
A component is defined as a particular part of a social network, within which any pair of nodes are connected by a single-hop/multihop link. Different components are completely disconnected from each other. As shown in Fig. 2d , the social network considered is divided into 28 components. The largest component has 40 MUs. In order to allow more MUs to receive the CoCI via the opportunistic network, the initial CoCI receivers should cover as many different components as possible. We first sort the components according to their sizes. For each component, we select an MU having the highest betweenness centrality as the component head. All these component heads have higher priority to be included in the initial receiver set than other MUs. Furthermore, a component head of a larger component has higher priority to be selected than a smaller component.
As a benchmark, we also consider a low-complexity random selection scheme, in which the initial receiver set is randomly selected without specifically considering any social metrics. Figure 3 exemplifies the capability of the opportunistic contact-based communication of the MUs offloading the tele-traffic from the CI-based communication. Please refer to [3] for the detailed simulation settings of the scenario we would like to characterize next. Observe from Fig. 3 that the component-based selection outperforms all its counterparts in terms of its ability to offload the tele-traffic. According to both the out-degree-aided and the betweenness-based selections, the MUs of the initial receiver set all belong to the largest component. Hence, they have similar performance, as shown in Fig. 3 . Furthermore, when the size of the initial receiver set is small, random selection performs worst, because it is likely to select isolated MUs. However, when the size of the initial receiver set is large, random selection becomes the second best scheme, because its initial receiver set is capable of covering many isolated components.
effIcIent content dIssemInAtIon In densely populAted AreAs
In the scenarios shown earlier, where the MUs are sparsely distributed in a large area, the delay-tolerant nature of the CoCI and the opportunistic contact among the MUs are relied on for disseminating the CoCI across the set of requesters. In this section, a different scenario is considered, with the main characteristics summarized as follows:
• The MUs are densely distributed in a small area. The size of this small area is comparable to the transmission range of the MUs.
• An MU is connected to any of its peers by a single-hop/multihop link.
• The CoCI in this scenario is delay-sensitive.
CI-based multicast constitutes an effective technique for disseminating the delay-sensitive CoCI across its coverage area. When the population of MUs requesting the CoCI becomes dense, even CI-based multicast becomes inefficient. Due to its quality of service (QoS)-guaranteed nature, the performance of the CI-based multicast is dominated by the worst link in the set of links connecting this CI to all the requesters [2] . Since the MUs are more densely populated, the probability of the worst link becoming much worse is increased, as shown in Fig. 4a . As a result, CI-based multicast suffers from a long delay during disseminating the CoCI to all its requesters. Furthermore, during the CoCI dissemination process, the CI has to repeatedly multicast the CoCI until all the requesters successfully receive it; hence, the CI fails to satisfy other communication demands, which results in inefficient exploitation of the CI.
We can exploit the following facts in order to improve the CoCI delivery. During CI-based multicast, some of the MUs benefiting from statistically better channels may successfully receive the CoCI much earlier than their less privileged peers. If we could exploit the redundant copies of the CoCI in the storage buffer of these successful MUs and hence activate direct peer-to-peer (P2P) communications between them and their hitherto unserved peers, we may increase the diversity gain of CoCI delivery and thus overcome the "worst link" phenomenon often encountered in densely populated areas, as shown in Fig. 4a . Furthermore, we may also relieve the CI from the cumbersome multicasting task. Since we cannot predict which specifi c MUs may successfully receive the CoCI first, opportunistic multicasting is invoked for activating the P2P communications among the MUs by exploiting the broadcast nature of wireless channels. However, as also portrayed in Fig. 4a , we should note that if the number of requesters is not very high, activating P2P communications may not necessarily produce a better link than the worst link of CI-based multicast, so it may not improve the speed of content delivery. In order to cooperatively disseminate the CoCI in densely populated areas, MUs form a community of interest by obeying the following conditions:
• MUs share a common interest in the same content.
• The CoCI is delay-sensitive.
• MUs roam within a bounded area having a relatively small size. Let us elaborate a little further on modeling the MUs' interests. The statistics of users' Youtube viewing behaviors suggest that a small fraction of popular contents attract the interest of a large fraction of users [6] . We model an MU's interest in a specific piece of content  i by the probability Pr( i ) of this MU requesting  i from the CI. If we have a range of contents  i |i = 1, … , their corresponding requesting probabilities Pr( i )|i = 1, …, } obey the Zipf distribution [7] .
As shown in Fig. 4b , we characterize our integrated-network-aided hybrid content dissemination scheme in the scenario of densely populated areas. In the fi rst stage of our regime, CI-based multicast is invoked for initially disseminating the CoCI to all the requesters. CI-based multicasting will be curtailed once at least a single MU requester successfully received it. Then, the CoCI owners cooperate with each other in order to disseminate the CoCI to the hitherto unserved MUs with the aid of opportunistic multicasting. Once an unserved MU successfully received the CoCI, it will join the CoCI-owner set and it will further multicast the CoCI during the next stage.
In order to avoid any unexpected collision and interference, a time-division multiple access (TDMA) scheme 4 is implemented in the medium access control (MAC) layer. The related transmission frame structure is also portrayed in Fig.  4b , where a single time slot of a transmission frame only allows a single transmitter to forward the CoCI. Classic round-robin scheduling can be applied in the MAC layer due to its low-complexity nature. However, for the sake of further improving the attainable performance of the CoCI dissemination, we could carefully select the most suitable CoCI owners for forwarding the CoCI to the hitherto unserved MUs during the next stage of CoCI dissemination. As a result, we should evaluate the potential impact of a CoCI owner on all the unserved MUs with the aid of social network analysis tools [8] . During the second stage of the cooperative multicast aided CoCI dissemination portrayed in Fig. 4 , the CI plays the role of a central controller in order to facilitate control signaling exchange and to effi ciently schedule the transmissions of multiple CoCI multicasters.
In the physical layer, the channel effects are modeled by both the uncorrelated Rayleigh fading and the path loss. Since the MUs roam across the area studied, the path loss between the CI and an MU as well as that between a pair of MUs varies. The movement of MUs in this scenario can be modeled by the ubiquitous uniform mobility model, which has been widely adopted for the performance analysis of mobile ad hoc networks (MANETs) [9] .
Furthermore, we shall incorporate MUs' altruistic behavior into the modeling of the opportunistic multicast aided content dissemination process [10, 11] . We assume that at the beginning of each sub-stage portrayed in Fig.   4 Other orthogonal multiple access protocols, such as frequency-division multiple access (FDMA), orthogonal FDMA (OFDMA), and code-division multiple access (CDMA), can also be adopted for providing orthogonal channels. 4b, the CoCI owners may independently make a decision as to whether they are willing to forward the CoCI received with a probability of q, which is defined as the factor of altruism (FA). The MUs' altruistic behavior is affected by numerous factors, such as the users' interest in the content, their energy concerns, and a range of other random factors.
Apart from the MUs' altruistic behavior, the social ties among the MUs may also constrain the multicasting of the CoCI. Due to security and privacy concerns, an MU is only willing to share the CoCI with its social contacts. As demonstrated by [12] , people's social ties are largely determined by their geographic distances. The probability p of a pair of persons sharing a social tie is proportional to d -α , where d is the distance between this pair of persons, and α is the associated social exponent. By further considering the small world phenomenon exhibited by social networks, the social contacts of an MU are divided into short-range contacts and long-range contacts [13, 14] . Short-range contacts of an MU are formed by all the MUs within the neighborhood range of the target MU, while long-range contacts of an MU are formed by the MUs outside the neighborhood range of the target MU with a probability proportional to d -α .
In Fig. 5 , we study the impact of content popularity on the average content dissemination delay when all the requesters successfully receive the CoCI. The CI in this example is a typical BS. We set the FA to 0.5 and the total number of MUs roaming within the area studied to N = 100. Furthermore, 10 different pieces of content are considered in this scenario, with rank one being the most popular piece and rank 10 being the least popular piece. Observe from Fig. 5 that our hybrid content dissemination scheme outperforms BS aided multicast when disseminating the most popular content. However, BS aided multicast still constitutes a more efficient option of disseminating the less popular pieces of content.
open reseArch Issues And other ApplIcAtIons
Several open problems still remain to be solved in the design of our integrated network-based content dissemination regime. In order to accurately estimate the associated social properties, MUs have to have an awareness of the global network and have to intelligently process this knowledge on their own devices. However, in a purely distributed network, this awareness can only be acquired by information exchange among MUs by relying on their opportunistic contacts, which is a slow process consuming a large amount of energy. Furthermore, the computing capability of a mobile device may turn out to be too limited to process the required knowledge right across the global network. In order to overcome these inefficiencies, MUs may rely on their specific "virtual machines" in the mobile cloud for exchanging information, sharing storage space, and carrying out computing tasks.
The MUs' altruistic behaviors largely depend on the intensity of their interest. However, the correlation between the MUs' interests and their resultant altruistic behaviors remains a mystery. Their mutual influence has to be translated into a mathematical model. Furthermore, the altruistic behavior can be viewed as a strategy adopted by an individual MU for striking a balance between the associated delay reduction and the energy dissipation. Game theory may come to serve for finding the optimal solution.
In order to compensate for the energy loss of MUs, we can enable them to harvest additional energy during the content dissemination process. For example, the device of an MU may harvest energy from the environment as a solar cell does. Alternatively, simultaneous information and energy transfer can be used during the content dissemination process, where the intermediate relay may harvest additional energy from the RF signal, as a reward for forwarding the content.
Disseminating the delay-sensitive content across large areas may impose other challenges. Due to the slow movement of the CoCI owners, their local multicasting cannot forward the CoCI to the set of distant and hitherto unserved MUs until they enter the proximity of their unserved peers. Therefore, the CoCI owners may become clustered, so none of them can efficiently forward the CoCI to the distant unserved MUs. In order to guard against this clustering effect, novel resource scheduling techniques may be designed by jointly considering both the CI's resources and the MUs' resources.
Despite the above mentioned challenges, our integrated CI and opportunistic networks may find numerous applications in practical scenarios. Apart from the content dissemination process designed for distributing the CoCI, our integrated networks may also be applied in disaster areas for uploading important messages. Furthermore, our integrated networks may be applied in vehicular ad hoc networks in order to disseminate important traffic information and facilitate the design of smart vehicles. Furthermore, our integrated networks may be introduced into aeronautical ad hoc networks in order to implement low-complexity information exchange among aircraft. Moreover, they may also be implemented in some communities, such as a university campus, railway stations, and airports, in order to disseminate important information. Last but not least, our integrated networks may improve the BS aided multicast, sim, ana Our hybrid scheme, sim, ana charity project One Child One Laptop in order to further reduce the expense of delivering educational programs.
conclusIons
In this treatise, we study content dissemination in integrated CI and opportunistic networks by exploiting MUs' common interest and activating their opportunistic communications. With the aid of integrated networks, we may significantly increase the average successful delivery ratio of the CoCI and offload tele-traffic from the CI to the opportunistic network. We can also substantially reduce the content dissemination delay, and may reduce the total energy dissipated by exhaustively disseminating the CoCI to all its requesters, since the CI-based high-power transmission is offloaded to the low-power direct transmission among MUs. However, as the price of achieving the above mentioned benefits, the MUs have to rely on their own energy in order to assist in the content dissemination process, while the control overhead imposed by scheduling the direct communications among the MUs has to be increased. Interested readers may refer to the seminal references listed in Table 1 for more technical details.
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